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ABSTRACT

The objectives of this independent study entitled, “Digital Signature for Web-Based
E-mail” are to study and develop a web-based email system which enables email user to attach
and verify digital signatures, as well as private and public key generation for creating digital
signatures.

The digital signature system for web-based email was developed by using RSA
algorithm, which integrated into the email message hashing process. As a result, the data was
encrypted before sending between client and server machines via Secured Socket Layer (SSL)
Protocol.

The system administrator is responsible for generating private and public keys for users.
The user can include his/her digital signature when sending emails, verify digital signatures
attached to the received emails, together with other common operations such as forwarding
emails, file attachments, and deletion emails. There is a user database system for storing
information used in data communication, as well as information on public keys for verifying
digital signatures.

The system was developed by using a variety of computing languages: PHP, javascript,
Perl, and Shell script. MySql was used as database management system (DBMS).

Finally, the system was tested by sending/receiving 50 emails within the intranet; five of
which have their email messages edited at the receiver side, another five of which have their
private key modified during email transmission. The system was able to identify all tampered

emails during the verification process.



